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1 Introduction
Solution #20 has been proposed for resolving Key Issue #4: Security of identifier conversion in groupcast communication and a part of Key Issue #3. This discussion papers addresses the questions as to why gropcast privacy protection should be provided by the lower layers and should not be left to application layer implementation.
2 Discussion
2.1 Requirement of ID conversion:    
In TS 23.287, clause 6.3.2 describes the need for ID conversion: 
[bookmark: _Toc19199119][bookmark: _Toc27821909][bookmark: _Toc36126263]“5.6.1.3	Identifiers for groupcast mode V2X communication over PC5 reference point
For groupcast mode of V2X communication over PC5 reference point, the V2X application layer may provide group identifier information. When the group identifier information is provided by the V2X application layer, the UE converts the provided group identifier into a destination Layer-2 ID. When the group identifier information is not provided by the V2X application layer, the UE determines the destination Layer-2 ID based on configuration of the mapping between V2X service type (e.g. PSID/ITS-AID) and Layer-2 ID, as specified in clause 5.1.2.1.
NOTE:	The mechanism for converting the V2X application layer provided group identifier to the destination Layer-2 ID is defined in Stage 3.”

Furthermore, clause 6.3.2 describes the procedure for groupcast communication over PC5 reference point
“2.	The V2X application layer may provide group identifier information (i.e. an Application-layer V2X Group identifier) as specified in clause 5.6.1.3.”
“3.	Transmitting UE determines a source Layer-2 ID and a destination Layer-2 ID and Receiving UE(s) determine destination Layer-2 ID, as specified in clauses 5.6.1.1 and 5.6.1.3.”
The above clauses specify the need for conversion of application layer group ID to destination L2-ID which should be captured by SA3.

2.2 Requirement for groupcast privacy:
TS 23.434 mentions the procedures for group management in the application layer:
[bookmark: _Toc536270615][bookmark: _Toc536270922][bookmark: _Toc536271482][bookmark: _Toc35896676]“7.5	VAL group identity (VAL group ID)
The VAL group ID is a unique identifier within the VAL service that represents a set of VAL users or VAL UE according to the VAL service. The set of VAL users may belong to the same or different VAL service providers. It indicates the VAL application server where the group is defined.”
The group identifier provided by the application layer represents the users of the group according to the services. All the procedure of group management and most of the information lows use the VAL group ID once the group and the ID is created. 
 For example the group membership notification has the following information flow:
[bookmark: _Toc468105438][bookmark: _Toc468110533][bookmark: _Toc533179775][bookmark: _Toc35896762]“10.3.2.8	Group membership notification
Table 10.3.2.8-1 describes the information flow group membership notification from the group management server to the VAL server.
Table 10.3.2.8-1: Group membership notification
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group

	Identity
	M
	List of identities of the VAL users and VAL UEs affected by this operation 

	Operations 
	M
	Add to or delete from the group



Table 10.3.2.8-2 describes the information flow group membership notification from the group management server to the group management client.
Table 10.3.2.8-2: Group membership notification
	Information element
	Status
	Description

	VAL group ID
	M
	Identity of the VAL group

	Operations
	M
	Add to or delete from the group



If the group ID is updated very frequently, for example every 50ms, it will cause synchronization issues for all the other information flows. If the group ID is updated before the group membership update procedure if completed, the new group members may not be added or the deleted members may keep receiving messages.
In addition TS 23.434 does not describe any procedures or information flows that allows update of group identifiers.

Conclusion
[bookmark: _GoBack]The solution #20 fulfils the security requirements outlined by the key issue #4 and in part the security requirements of key issue #3. The solution provides a mechanism to securely convert the group ID to destination Layer-2 ID as well as preserves the privacy of the destination Layer-2 ID by updating it regularly.. The solution does not rely on the groupcast bearer level security. The solution complies with the SA2 and SA6 architecture as mentioned in TS 23.287 and TS 23.434 respectively.
Proposal: Solution #20 is recommended for normative work to support secure group ID conversion to destination Layer-2 Id and provide groupcast privacy protection. Document S3-201162 and S3-201162 presents the text to be included in the eV2X TS based on the solution #20 and the above discussion.

